Activation of a certificate for a.sign RK HSM

Information on activating a certificate for a.sign RK
HSM

1 Requirements

e a.sign RK HSM is reachable in your network and the IP address is known.
e Access to A-Trust webshop (https://www.a-trust.at/shop)

The HSM is delivered with a large number of pre-generated keys (open key labels), these keys cannot
be used without a certificate. To issue a certificate for a classification key (VAT-ID, GLN, ...) , the
following steps must be taken:

Certificate issuance is a two-step process: first, you have to generate a certificate request (certificate
signing request) on the HSM. Next, you have to upload the request file into the A-Trust web shop.
Finally, you have to import the result file from the web shop into the HSM.
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2 Create a new certificate (manually)

2.1 Creating a certificate request

Open the a.sign RK HSM website by entering its IP address in the web browser.

Select the menu item Issue Certificates. The figure below shows this function highlighted in blue.

@TRUST a.sigh RK HSM

elnfGCh SICher Home Inventory Maintenance Resources & Documents

a.sign RK HSM licensed for.

A-Trust GmbH

Partner |D: RK0000

Number of available certificates 96
Number of used certificates 13
Number of unused certificates 80

Number of certificates in progress = 3

@ 2000-2016 A-Trust Gesellschaft fur Sicherheitssysteme im elektronischen Datenverkehr GmbH
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On the following page the data which will appear in the a.sign RK HSM certificate is entered. The
certificate type is selected from the dropdown menu Classification Key. The choices available are:
Value-Added Tax Identification Number (VAT-ID), Global Location Number (GLN), and Tax Number.
Additionally, the adjacent text field must be filled with the value corresponding to the type. This field
simple validation checks to ensure that the format is correct.

After entering the E-Mail address the certificate request can be generated via the button Issue
Certificate (manually).

@TRUST a.sign RK HSM

einfach sicher

Home Issue Certificate Inventory Maintenance Resources & Documents
Issue Import

Issue new certificate
Open keylabels
HGDDMXVPSXJDQAKVICDSZKQJZTPBBGNA v
Classication key *
Tax Identification Number (VAT-1D) v

e-Mail Adresse *

A certificate request will be generated, you have to upload this request to the A-Trust webshop manually. Afterwards you have to
import the issued certificate in the "Import" tab.

The HSM server connects directly to the A-Trust webshop and issues and installs the certificate automatically. An internet
connection is required.

@ 2000-2016 A-Trust Gesellschaft fur Sicherheitssysteme im elektronischen Datenverkehr GmbH

The value in the field keylabel (here HGDDMX...BGNA) is used to select the key to sign with over the
REST interface.
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On the next page you see a summary of the certificate request and can download it. Click on
Donwload export file to download the certificate request.

Q TRUST a.sign RK HSM

elnfOCh SIChef Home Issue Certificate Inventory Maintenance Resources & Documents

New certificate prepared

Ordnungsbegriff
UID-Nummer: ATU12345678
e-Mail:

test@test.com
T
Download export file

a.sign RK HSM - user manual {german
a.sign RK HSM - user manual (english}

@ 2000-2016 A-Trust Gesellschatft fiir Sicherheitssysteme im elekironischen Datenverkehr GmbH
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2.2 Issuing a certificate in the A-Trust Webshop

Use your login credentials to sign in to the A-Trust Webshop (https://www.a-trust.at/shop). In the
following screenshot the sign-in functions are marked in blue. You can use either of these to login.

@ Einkaufskorb
Sie haben keine Artikel im Korb. zur se
TRUST

einfach sicher B Kontrast Schwarz/Gelb  Aa  aA

Startseite =~ A-Trust Homepage | Anmeldung fiir Partner ‘ ‘ '

=

Kategorien Willkommen im A-Trust Webshop
| Software a.sign RK CHIP inkl. Gemalto USB-Stick
Kartenleser Zertlﬁ kat

Registrierkassen Produkte Aktivierte Karte

alle Produkte )
Zertifikatsprodukte bestellen ';
H
.
. t e 'I* .
Informationen € 20,77 inkl. MWSt.
. (€17,31 extl. MWSL)
Ricksendungen 10 B I]. OGRSE. Weitere Informationen
(€9,00 extl. MWSt.)

Datenschutz Weitere Informationen

Allgemeine Bestimmungen

Impressum : « g %
Gemalto IDBridge CT40 a.sign Multisign
Anmeldung fiir Partner 2
=
Benutzer: 2 -g','
3
Passwort: =2
Anmeldung
€ 15,00 inkl. MWSt. €234,00 inkl. MWSL.
Partner werden? (€ 12,50 extl. MWSt.) (€ 195,00 extl. MWSt.)
Niazas Pradukt izt laidar darzait nincht varfiinhar
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After successful login, the menu item a.sign RK HSM becomes visible (marked in blue in the
screenshot) on the left-hand side under Konto Bereich. Select this menu item to start issuing a
certificate.

Einkaufskaorh

Sie haben keine Artikel im Korb. zur Kasse

@TRUST

einfach sicher B Kontrast SchwarziGelb  Aa  aA

Startseite  A-Trust Homepage  a.sign BK ONLINE aussiellen Abmelden ‘ .l
Kategorien Willkommen im A-Trust Webshop

Software a.sign Multisign a.sign PDF

Kartenleser

Registrierkassen Produkte

ubjspinm

alle Predukte

4ad ubjs'e

Zerlifikatsprodukte bestellen

Konto Bereich € 234,00 inkl. MW St.

{% 195,00 exll. MWEL)

—
Weitere Informatisnan

€ 69,00 inkl. MW St.

{2 57,50 exll. MWEL)

—_————
Weiters Informationen

Ubersicht

a.sign RK OMLINE

a.sign RK HSM

Abmelden

e-com plus Registrierkasse mobile

/
]

&

Informationen
Riicksendungen
Datenschutz

Allgemeine Bestimmungen

Impressum

Wir akzeptieren:

o=

©A-Trust GmbH 2016

€ 118,80 inkl. MW St.

(99,00 exll. MWNEL)

—
Weitere Informatisnan

Registrierkasse chip

— /8

Version 1.0

€ 4,80 inkl. MW St.

(€ 2,00 exll. MWEL)

—_————
Weiters Informationen
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On the following page, choose the certificate request you created earlier and then click on the button
Exportdatei laden.

Einkaufskorb E
Sie haben keine Artikel im Korb.
TRUST

einfach sicher I Kontrast Schwarz/Gelb  Aa  aA
Startseite = A-Trust Homepage a.sign RK ONLINE ausstellen  Abmelden ‘ - I

Konto Neues Zertifikat ausstellen (a.sign RK HSM)

Zurtck zum Webshop

i Exportdatei aus dem a.sign RK HSM hochladen

Ubersicht

) export_ZRKOWUQRKTVWBBAWOAKGHWTYUZIEFIFR json.sig
Passwort andern

Abmelden Exportdatei laden

a.sign RK ONLINE

Neues Zertifikat aussiellen

Ausgestellte Zertifikate

a.sign RK HSM

Neues Zertifikat ausstellen

@ 2000-2016 A-Trust Gesellschaft fir Sicherheitssysteme im elekironischen Datenverkehr GmbH
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In place of the button, the text Bitte warten, Anfrage wird bearbeitet appears. A certificate is now
generated. This can take a few seconds. After successful processing you are redirected to the next
page automatically.

Einkaufskorb
T R U ST Sie haben keine Artikel im Korb. zur Kasse

e|anCh siIC her I Kontrast Schwarz/Gelb Aa ah
Startseife  A-Trust Homepage  asign RK ONLINE aussiellen  Abmelden ‘ - '

Konto s :

Neues Zertifikat ausstellen (a.sign RK HSM)

Zuruck zum Webshop

- Exportdatei aus dem a.sign RK HSM hochladen

Ubersicht

Datei auswahlen |export_ZRKOWUQRKTVWBBAWOAKGHWT YUZIEFIFR. json_sig

Passwort andern

Abmelden
Bitte warten, Anfrage wird bearbeitet...

a.sign RK ONLINE

Neues Zertifikat ausstellen

Ausgestellte Zertifikate

a.sign RK HSM

Neues Zertifikat ausstellen

©® 2000-2016 A-Trust Gesellschaft fiir Sicherheitssysteme im elekironischen Datenverkehr GmbH
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BN Activation of a certificate for a.sign RK HSM

On the following page load the certificate data using the button Download Zertifikatsdaten. This data
will be required in the next step where you load it into your HSM.

Einkaufskorb T
T R U ST Sie haben keine Artikel im Korb. zur Kasse

einfach sicher I Kontrast Schwarz/Gelb  Aa = aA
‘ Startseite = A-Trust Homepage a.sign RK ONLINE ausstellen Abmelden ‘ - '
Konto Zertifikatsdaten fiir a.sign RK HSM
Zuruck zum Webshop Bitte heben Sie sich die Zertifikatsdaten umbedingt auf, diese kénnen nicht
Ubersicht wiederhergestellt werden.
ersic

Passwort andern
Download Zertifikatsdaten

Abmelden

a.sign RK ONLINE

Neues Zertifikat ausstellen

Ausgestellte Zertifikate

a.sign RK HSM

Neues Zertifikat ausstellen

@ 2000-2016 A-Trust Gesellschaft flr Sicherheitssysteme im elekironischen Datenverkehr GmbH
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2.3 Import Certificate Data into a.sign RK HSM

Navigate to the a.sign RK HSM page and select the menu item Issue Certificate. This is shown marked
in blue in the following screenshot.

2

a.sigh RK HSM

elanCh SICher Home Inventory Maintenance Resources & Documents

a.sign RK HSM licensed for:

A-Trust GmbH

Partner ID: RK0000

Number of available certificates 96
Number of used certificates 13
Number of unused certificates 80

Number of certificates in progress 3

@ 2000-2016 A-Trust Gesellschaft fir Sicherheitssysteme im elekironischen Datenverkehr GmbH
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Activation of a certificate for a.sign RK HSM

On the next page choose the menu item Import. This is shown marked in blue in the following
screenshot.

Q TRUST a.sign RK HSM

einfach sicher

Home Issue Certificate Inventory Maintenance Resources & Documents

Issue Import

Import new certificate
Import file from A-Trust webshop

Choose Files | No file chosen

|
Import certificates

©2000-2016 A-Trust Gesellschafl fir Sicherheitssysteme im elekironischen Datenverkehr GmbH

On the next page choose the certificate file you generated in section 2.2 and then click on the button
Import certificates.

@TRUST a.sigh RK HSM

einfach sicher

Home Issue Certificate Inventory Maintenance Resources & Documents

|ssue Import

Import new certificate
Import file from A-Trust webshop

Choose Files | impori_HGDDMXVPSXJDQAKVICDSZKQJZTPBBGNA json

S —
Import certificates

@ 2000-2016 A-Trust Gesellschaft fiir Sicherheitssysteme im elekironischen Datenverkehr GmbH
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Activation of a certificate for a.sign RK HSM

If the import is successful you will see the following screen. The certificate with the given keylabel is
now operational.

Language: | anglish ¥ || change

TRUST a.sign RK HSM

einfach sicher

Home Issue Certificate Inventory Maintenance Resources & Documents

Zertifikatsdetails
Key label: CIN:
HGDDMXVPSXJDQAKVICDSZKQJZTPBEGNA 302200822881
State: CSN:
aktiviert 1
Classification key: Serial number of signing certificate (hexadecimal):
UID-Nummer: ATU12345678 3EED435D
e-mail address: Serial number of signing certificate (decimal):
test@test.com 1055736669
ZDA ID:
AT1

Download signature certificate Download cetificate chain (DEP format) Download cetificate chain (PEM format)

Test Funktionen

Test signature

@ 2000-2016 A-Trust Gesellschaft fiir Sicherheitssysteme im elekironischen Datenverkehr GmbH
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3 Create a new account (automatically)

If your a.sign RK HSM has internet access, certificates can be issued using the following simplified
process.
Navigate to the a.sign RK HSM website by entering the IP address of your HSM in your web browser —

this may have the form http://192.168.1.1/ — where of course you must enter the IP address of your
HSM.

Select the menu item Issue Certificate. This is marked in blue in the following screenshot.

g TRUST a.sigh RK HSM

elnfOCh S[Cher Home Inventory Maintenance Resources & Documents

a.sign RK HSM licensed for:

A-Trust GmbH

Partner ID: RK0000

Number of available certificates 96
Number of used certificates 13
Number of unused certificates 80

Number of certificates in progress 3

@ 2000-2016 A-Trust Gesellschatft fiir Sicherheitssysteme im elekironischen Datenverkehr GmbH
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On the following page the data which will appear in the a.sign RK HSM certificate is entered. The
certificate type is selected from the dropdown menu Classification Key. The choices available are:
Value-Added Tax Identification Number (VAT-ID), Global Location Number (GLN), and Tax Number.
Additionally, the adjacent text field must be filled with the value corresponding to the type. This field
simple validation checks to ensure that the format is correct.

After entering the E-Mail address the certificate request can be generated via the button Issue
certificate (online).

6 TRUST a.sign RK HSM

einfach sicher

Home Issue Certificate Inventory Maintenance Resources & Documents

Issue Import

Issue new certificate
Open keylabels
JAAGXDSFXQIEMPOXANQULRYIMSJZVZIL v
Classication key *
Tax Identification Number (VAT-1D) v | ATU12345678
e-Mail Adresse *

test@a-trust.at

A certificate request will be generated, you have to upload this request to the A-Trust webshop manually. Afterwards you have to
import the issued certificate in the "Import" tab.

" Issue certfcate (online)

The HSM server connects directly to the A-Trust webshop and issues and installs the certificate automatically. An internet
connection is required.

©2000-2016 A-Trust Gesellschaft fiir Sicherheitssysteme im elekironischen Datenverkehr GmbH
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The screen now shows the message Please wait, work in progress... The processing can take a
number of seconds.

Langusge: | engiish ¥ | change

TRUST a.sign RK HSM

einfach sicher

Home Issue Certificate Inventory Maintenance Resources & Documents

Issue Import

Issue new certificate
Open keylabels
JAAGXDSFXQIEMPOXANQULRYIMSJZVZIL v
Classication key *
Tax Identification Number (MAT-1D) v | ATU12345678
e-Mail Adresse *

test@a-trust.at

A certificate request will be generated, you have to upload this request to the A-Trust webshop manually. Afterwards you have to
import the issued certificate in the "Import" tab.

The HSM server connects directly to the A-Trust webshop and issues and installs the certificate automatically. An internet
connection is required.

Please wait, work in progress...

© 2000-2016 A-Trust Gesellschaf fiir Sicherheitssysteme im elektronischen Datenverkehr GmbH
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Finally the certificate details screen is shown. The certificate has now been issued and the account can
be used.

Langusage: | engish ¥ | | change

TRUST a.sign RK HSM

elnfOCh S|Cher Home Issue Certificate Inventory Maintenance Resources & Documents

Zertifikatsdetails
Key label: CIN:
JAAGXDSFXQIEMPOXANQULRYIMSJZVZIL 355431465879
State: CSN:
aktiviert 1
Classification key: Serial number of signhing certificate (hexadecimal):
UID-Nummer: ATU12345678 20D3DE36
e-mail address: Serial number of signing certificate (decimal):
test@a-trust.at 550755894
ZDA ID:
AT1

Download signature cerfificate Download cetificate chain (DEP format) Download cetificate chain (PEM format)

Test Funktionen

Test signature

@ 2000-2016 A-Trust Gesellschaft fiir Sicherheitssysteme im elektronischen Datenverkehr GmbH
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4 Inventory

@ Langusge: | engish ¥ | | change

a.sigh RK HSM

einfach sicher

Home Issue Certificate Inventory Maintenance Resources & Documents

The taskbar item Inventory provides an overview of all keys (keylabels). Issued certificates together
with their corresponding classification keys (e.g. ATU12345678) can be seen. It is also possible to filter
according to predefined search terms, or to see how many keys are still available.
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